[Tpunoxenne Ne 2
K 00s13aTeIbHON HHDOpMALIUH
TUTS pa3MeNCHHs Ha caiiTe

NUH®OPMALIMOHHAS TIAMSITKA
JUISI OBYYAIOIIMXCS 1J151 PASMEIIEHMS
HA OPUINAJIBLHBIX THTEPHET-PECYPCAX

C KaxIpIM TOJOM MOJIOACKH B HUHTEPHETE CTAHOBUTHCA OOJIbLIE, a
IIKOJIbHUKM OJHW W3 CaMbIX AKTUBHBIX NOJib30BaTened Pynera. Mexny tew,
MOMHMO OTPOMHOTO KOJHMYECTBAa BO3MOXKHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
Ota namsTKa JI0JKHA TOMOYb Tebe 0e30I1acHO HaXOAUTHCS B CETH.

KomrmbroTepHsie BUPYCBI

KoMIbroTepHBIli BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX IIPOrpamw,
OTIMYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTD K Pa3MHOXKEHHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IMOBPEIUThH WM MOJHOCTHE) YHUYTOXHUTH
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3amyllleHa 3apa)K€HHasi MporpaMMa, a TaKKe MOBPEIUTh WIH J1a)K€ YHUYTOKUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHu (aiiamu B LeJIoM. B OOJIBIIMHCTBE CilydaeB
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

Metozapl 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Hcnonws3yidi COBpEMEHHBIE OIEPALMOHHBIE CUCTEMbI, HMEIOIINE
CEPBE3HBIM YPOBEHD 3aLIUTHI OT BPEIOHOCHBIX POrPaMM;

2. IlocTossHHO ycTaHaBnMBaid mnadtd (UUQPPOBBIE 3aIlIATKA, KOTOPHIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEJIbIO JOPAa0OTKH MpPOTpamMMbl) U Jpyrue
OOHOBJICHUS CBOEW omepanMoHHOW cucteMbl. CkauMBailT WX TOJBKO C
opurmanpHoro  caiita paspaborumka OC. Ecaum cymiectByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEPE TMOJ MpaBaMH TOJb30BATENsA, a HE
aJIMUHUCTPATOpa. DTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBHPYCHBIE NIPOTPaMMHBIE TNPOAYKTHI HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Mcnonb3yil BHENIHUE HOCUTEIW MH(MOpMAINK, Takue Kak (Quielika, AUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTKpbIBali KOMIIBIOTEpHbIE (ailyibl, MOJTYYEHHbIE W3 HEHAJEAKHBIX
UCTOYHUKOB. Jlake Te (pailyibl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He Bu nepenaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepianickas KOMIaHHUS 3aperuCTpUpoOBalia OpeH[I



"WECA", urto o6o3naugano cnoBocoueranue "Wireless Fidelity", kortopsrii
NepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hailero BpeMeHH JIoluia apyras abbpeBuarypa, KoTopas sSBJIsSI€TCS TaKOU
e TexHosorue. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO NaHO C
HAMEKOM Ha CTaHJIapT Bbiclied 3BykoBoW TexHuku Hi-Fi, uro B mepeBoje
O3Ha4aeT ""BbICOKAasi TOYHOCTH'.

Ja, OecriaTHBIM MHTEPHET-AOCTYN B Kade, OTesIX U adporopTax sBISAETCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJa B MHTEpHET. HO MHOrHMe 3KCHepThl CUMUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 0€30MaCHBIMHU.

CogeTsbl 110 0€301acHOCTH Pa0OTHI B 00MIEOCTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro InuHyto nHpOpManmio gyepe3 odmienoctynasie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapoJIv JAOCTYIIA, JJOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE MPOTPaMMBI U OpaHamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnone3oBanuu Wi-Fi oTkmroun ¢yskuuo "OOmuid AOCTym K
daiinam u npuntepam". JlaHHas GyHKUIHS 3aKpbiTa MO yMOJYaHUIO, OIHAKO
HEKOTOpbIE MOJIb30BATEIN aKTUBUPYIOT €€ JJI yI00CTBa UCIIOJIb30BaHUS B paboTe
WM y4eoe;

4. He wucnonw3yit nyOmuunbii WI-FI nms mepegaum JuUYHBIX JTaHHBIX,
HaIrpuMep JJIsl BBIXOJIa B COLIMATIBbHBIE CETH WIIM B AJICKTPOHHYIO MOYTY;

5. Mcnonb3y# TOJIbKO 3amuiieHHoe coeaunenue uepe3s HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOunsHOM Tenedone orkmoun (yHkiuio "Tlogkmouenne k' Wi-Fi
apTomatnuecku'". He nomyckalli aBTOMAaTMYECKOTO TMOJKIIOUYEHUS YCTPOWCTBA K
cetssim Wi-Fi 6e3 TBoero cornacus.

CounanbHbie CETH

ConnanbpHble CETH aKTUBHO BXOJST B HAIIly KHU3Hb, MHOTHE JIIOJU PaboOTaroT
U KUBYT TaM TMOCTOSIHHO, a B Facebook ye 3apeructpupoBaH MIIITHAP]T YETOBEK,
YTO SIBJISIETCA OJHOW CEIbMOM BCEX JKUTEJICH IUIAHEThl. MHOTHE ITOIB30BaTENIN HE
MOHUMAIOT, YTO MH(POpMAIMs, pa3MEIIeHHass UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE€ HE 0053aTeNIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COI[UATILHBIX CETX:

1. Orpanuyb cnucok npy3ei. Y TeOs B JApPY3bsiX HE JOIKHO OBITh
CJIyYaWHBIX U HE3HAKOMBIX JIFOJEH;

2. 3amminaid CBOIO YacTHYIO Xu3Hb. He ykasbiBail maposu, TenedoHsl,
aapeca, JaTy TBOErO0 POXACHUA H  JAPYryH0 JIMYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT UCIIOJB30BaTh Jaxe WH(POpMAIIUIO O TOM, KaK Thl U TBOU
POJUTENH MIAHUPYETE MPOBECTH KAHUKYJIBL;

3. 3amumiail CBOIO pemyTaiuio - JIEepKH €€ B UYHUCTOTe M 3ajaBail cebe
BOIPOC: XOTEN ObI ThI, YTOOBI APYTHUE MOIB30BATEIN BUICTH, YTO ThI 3arpyKaeIlb?
[Toxymaii, mpesxie 4emM 4TO-TO OMyOJIMKOBATh, HAIIMCATh U 3arPY3UTh;



4. Ecau Tbl TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HAECLIb, HE UCIIOJB3YH CBOE
peajgbHOe UMS U IPYTYIO JUYHYIO MH(OpMALUU: UMs, MECTO >KUTENIbCTBA, MECTO
y4eObl U poyee;

5. U36erait pasmemenus: Gororpaduii B MaTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 10 KOTOPOM MOKHO ONPEAEIUTH TBOE MECTOIOJIOKEHUE;

6. Ilpu peructpanu B COLMAIBHONH CETH HEOOXOJIMMO HCIOJIb30BATh
CJIOHBIE TIAPOJIH, COCTOSIUE U3 OYKB U LIU(PP U C KOJTUYECTBOM 3HAKOB HE MEHEE
8;

7. Jns conmanbHOW CETH, MOYTBI M JPYIMX CalTOB HEOOXOAUMO
UCIIONIb30BaTh pasHble maposu. Toraa ecau Tedst B3IOMAIOT, TO 3JI0yMBIIIUIEHHUKN
MOJIy4aT JTOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3zy.

DJIIEKTPOHHBIE JICHBI U

DJNEeKTPOHHBIE JEHBIU - 3TO OYEHb YAOOHBIM CIMOCOO IIATEKEW, OJHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3T JICHBIH.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJIABHO U MMEHHO M3-3a 3TOTO BO
MHOTUX T'OCYyAapCTBax A0 CHX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (QyHKIMOHMPYIOT U O HUX YX€ MPOMUCAHO B 3aKOHE, Ie
UX pa3AeNsiloT Ha HECKOJIbKO BUIOB - aHOHMMHBIE U HE aHOHMMHbIE. Pa3Huna B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs NpoBOIUTh onepauuu 0e3
UJeHTU(UKAIIMY TT0JIb30BATEINs], @ B HCAHOHUMHBIX UJCHTU(UKAIIUS [T0JIH30BATENS
ABIIAETCS 0053aTEIBLHOM.

Takxke cruenyer pas3nuyaTh SJEKTPOHHbIE (UATHBIE JEHBIU (paBHBI
rOCYJIapCTBEHHBIM BaJIIOTaM) M DJJICKTPOHHBbIE He(dUATHBIE JCHBIU (HE PpaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cyeTy MOOWIBHBIA TeneoH. DTO camblid yHOOHBIM U
OBICTpBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IlpuBs3annbplli TenedoH
MOMOJKET, €Ciu 3a0ynelllb CBOW IUIATeXKHBIM Tapojib WIM 3aiJenib Ha CalT ¢
HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnonb3yil omHopa3oBblie maponu. llocie mepexona Ha YCHICHHYIO
aBTopM3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KpPakH WJIM TepexBaTa
MJIATEXKHOTO MAPOJIS;

3. Boibepu cnoxubiéi mapoib. [IpectymHukam OyaeT He TPOCTO yraaarh
CJIOXHBIN naposbs. HagexHsle mapoiu - 3To mapoiu, KOTOPbIE COEpkKaT HE MEHee
8 3HAKOB M BKJIOYAIOT B CE€OSl CTPOUYHbIE WU NPOIMHUCHBIE OYKBBI, LUPpPHI H
HECKOJIbKO CUMBOJIOB, TaKME€ KaK 3HaK J0Juiapa, (pPyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHbBIC JaHHBIE HA CalTaX, KOTOPBHIM HE JOBEPSICILIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS MOYTA - 3TO TEXHOJOTHS U MPEOCTABIISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOIYYECHHIO JIEKTPOHHBIX COOOIIEHUH, KOTOPBIE paCIpeIesoTCs B
KOMIBIOTEpHOH ceTh. OOBIYHO JJICKTPOHHBIM IIOYTOBBIM SIIUK BBITJISIAT
CIIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTENsI(@UMs_JIoMeHa. Takke KpoMme nepeiadu
IPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TiepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IT0 OE30IMaCHOM pabOTe C IIEKTPOHHOM MOUTOM:



1. Hamo BbIOpaTh MNpaBWIbHBII NOYTOBBIA cepBUC. B uHTEpHETE ecThb
OTPOMHBIN BBIOOP OECIIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlle IOBEPSAThH TEM,
KOTO 3HACIIb U KTO TIEPBBII B PEUTUHTIE;

2. He yka3pIBail B IMUHON mouTe JIUUHYIO uHpopManuto. Hanpumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYX3TANHYK aBTOPHU3ALMIO. JTO KOTJa MOMHUMO IapoJs
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbII T0 SMS;

4. Be106epu CII0XKHBIN Napoiib. [[J1s Kaxka0ro HOYTOBOIO SIIIUKA JTOJKEH ObITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnum ecTh BO3MOXHOCTh HaIllMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC,
HCIOJIb3YH 3Ty BO3MOXHOCTB;

6. Hcnosb3yili HECKOJBKO MOYTOBBIX SAIIMKOB. [lepBblil [ 4YacTHOMU
NEPENUCKU C apecaTaMi, KOTOPbIM Thl JOBEPSACIIb. DTO 3JIEKTPOHHBIA aJpec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPALIMK HA PopyMax U calTax;

7. He oTkpwiBail ¢aiiibpl U Apyrue BIOKEHUS B MHUCbMaX, JaXKE €CIU OHU
OPUIILIA OT TBOUX JApy3el. Jlydille yTouHH y HUX, OTIPABISUIM JIK OHH TeOe ITH
(baisl;

8. Ilocne okoH4yaHust paOOTBl Ha TOYTOBOM CEpPBUCE MEPEN 3aKPHITHUEM
BKJIAJIKM C CAUTOM He 3a0y/ib HaXKaTh Ha "BeriTu".

KubepOymiuHr uinu BUPTyalbHOE U3/I€BATEIHCTBO

KubepOymuar -  mpecienoBaHuE  COOOIICHUSMHU,  COAEpKaIIUMU
OCKOpOJIeHMS, arpeccuio, 3aIyTUBaHUE; XYJINTAHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C IOMOUIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He Opocatics B 60oi. JIyumunii cnmoco6: mocoBeTOBaThCS KaK ceOsl BECTH U,
€CJIM HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHadalle yCHOKOUThCS. Eciaum Tbl
HaYyHEIIb OTBEYaThb OCKOPOJEHMSMH Ha OCKOPOJIEHUS, TO TOJBKO elle OoJblie
Pa30AOKeIb KOH(IJIHUKT;

2. Yupapnsii cBoel kubeppemyTaiueii;

3. AHoHuMHOCTh B ceTu MHUMAas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJNHMraHCKuil oOpa3 BUPTyalbHOW >ku3HU. MHTEepHET
(buKCUpyeT BCe TBOM JEHUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPyAHUTEIBHO;

5. Cobmroail CBOKO BUPTYAJIbHYIO Y€CTh CMOJIOY;

6. WrHopupyil eaunHuuHbli HeratuB. OJHOpPA30BbIE OCKOPOUTEILHBIC
COOOIIeHHsT Jyd4llle WrHopupoBath. OOBIYHO arpeccusi TMpeKpamaercss Ha
Ha4yaJIbHOW CTAJHH,

7. ban arpeccopa. B nporpamMax oOMeHa MIHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHUPOBKM OTIPABKU COOOIEHUH C
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu To1 cBUneTens kubepOyumHra. TBOU NEUCTBUS: BHICTYIUThH MPOTHUB
npecieaoBaTens, MOoKa3aTh €My, YTO €ro JEWCTBUSI OLEHUBAIOTCS HEraTUBHO,
MO/JIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKAs TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.



MoOunbHbIN TenedoH

CoBpeMeHHbIe CMapTQOHBI U TJIAHIIETHI COJIEPKAT B ceO€ BIOJIHE B3POCIbIN
GyHKUHMOHAT, W Temepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU
KoMIlbtoTepamMu. OJHAKO, CPEACTB 3aIIUTHI JIs1 TOJJOOHBIX YCTPOUCTB MIOKA OYEHB
Mmajo. TectupoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX TPOUCXOJUT HE Tak
MHTEHCUBHO, Kak 171 [1K, To jxe camoe kacaetcst 1 MOOMIIbHBIX MPUITOKESHHM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ MNPaKTUYECKU JIOTHAIU
HACTOJIbHBIE aHAJOTH, OJHAKO pacHupeHue (yHKIMOHANa BIeYeT 3a coOoM
OOJIBIIYIO CJII0)KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCTD.

Jlameko He BCe MPOM3BOAMTENHN BBITYCKAIOT OOHOBJICHHMS, 3aKPHIBAIOIINE
KPUTHUYECKHE YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Hudero ne sBnsercs mo-HacTosimeMy OecruiaTHbIM. Byns octopokeH, Beab
Korjia Tebe mpeaiaratoT OeCIyIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIYTH;

Hymaii, mpexe uem oTnpaBuTh SMS, Goto wim Bugeo. Tl TOUHO 3HACIID,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo0xoa1umMo 0OHOBIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnonb3yil aHTUBUPYCHBIE TTPOTPAMMBI JIsl MOOUJIBHBIX TEIE(POHOB;

He 3arpyaii npuiokeHusi OT HEM3BECTHOIO MCTOYHUKA, BEAb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

[locne Toro Kak Thl BBIMJEIIb C CaliTa, I/I€ BBOAWJ JIMYHYIO UH()OpPMALHIO,
3aiiin B HACTPOIKkK Opay3epa u yaaiu cookies;

[leproanaecku mpoBepsiii, Kakue TUIaTHBIE YCIyTH aKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOil HOMEp MOOUJIBHOTO TeleOHa TOJBKO JIOJASAM, KOTOPBIX ThI
3HaelUlb U KOMY JI0BEpsiellib;

Bluetooth momken OBITH BBIKIIFOYEH, KOT/Ia Thl UM HE MOJb3yemibcs. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online urpst

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO KpacO4yHbIE, 3aXBaThIBAIOILINE
pa3BieUeHUsl, OOBEIUHAIONIME COTHU ThICSY 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEAYIOT JaHHBI UM MHp, OOLIAIOTCS APYT C JIPYTOM, BBINOJHSIOT 3a/laHusl,
CPaKAIOTCS C MOHCTPAMHM W TIOJY4YalOT OMNBIT. 3a YJOBOJBCTBUE OHM IUJIATST:
MOKYTIAIOT JTUCK, OTJIAYMBAIOT a0OHEMEHT WJIA TPUOOPETAIOT KaKHe-TO OIIIUH.

Bce ot cpeacTBa uayT Ha OJAepKaHUE U Pa3BUTUE UTPHI, @ TAK)KE HA camy
0€30IacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (LU@poBbIe 3a1IaTKU U1l TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momgo0GHBIX Wrpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIbKO Kpa)XM TBOErO IapoJjisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALUU
OOJBIITMHCTBA UTP.

OCHOBHBIE COBETHI 110 O€30MaCHOCTH TBOETO UTPOBOT0 aKKAyHTA!

1. Ecnmu npyroit urpok BeaeT ceds TIOX0 WM CO37aeT TeOe HEeMPHUsSTHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;



2. Iloxkanyiicss aAMHUHUCTPATOpaM UIPbl Ha IUIOXO€ IOBEJECHHE 3TOrO
UTPOKa, )KEJIATENBHO MPUIIOKUTh KaKUE-TO JOKa3aTEIbCTBA B BUJE CKPUHOB;

3. He yka3piBail muuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Haxe BO BpeMs WUIpPbl HE CTOUT OTKIIOYAaTh aHTHUBUpYC. [loka TbI
UIpaelllb, TBOM KOMIBIOTEP MOTYT 3apPa3UTh.

QOUIIMHT WM KpaXka TUYHBIX JaHHBIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOMHS YK€ HUKOTO HE YIWBHIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUH 3J0YMBIIUICHHUKH IEPEMECTUIIUCH B
UHTEPHET, U MPOJIOJKAIOT 3aHUMATHCS " MIOOMMBIM" JIETOM.

Tax mosiBUIach HOBasl yrpo3a: MHTEPHET-MOUICHHMYECTBA WM (DUIIHHT,
rJIaBHas 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(PUACHIIMAIbHBIX JaHHBIX
MOJIb30BaTENIeH - JTIOTMHOB U maposieil. Ha anrnmiickom si3pike phishing yurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl moJio3peBaeiib, YTO TBOS aHKETa
Obula  B3JIOMaHa, TO HeoOXoauMo  3a0JOKMpOBaTh €€ U COOOLIUTH
aJIMUHHCTpATOpaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yii 6e30macHbie BeO-CaliThl, B TOM YKCJI€, THTEPHET-Mara3uHoB U
MTOMCKOBBIX CUCTEM;

3. HUcnonb3yll crnokHble M pasHble naponu. Takum oOpasom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKH MOJYy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecnum Tebs B3JIOMaiM, TO HEOOXOAMMO MPEAYNpPEeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J0OABJIEHbl y T€OsI B APY3bsX, O TOM, UYTO T€Os B3JIIOMAJH H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOmIbHBIN TenedoH;

6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpbiBail (aityibl U Apyrue BIOXKEHHsS B MUChMax, JaXe €CId OHU
IOPUIILTA OT TBOWX JApy3el. Jlydille yrouHu y HUX, OTIPABISUIN JIM OHH TeOe ITH
(baibl.

Hudposas penyrauus

[udporass pernyranus - 3TO HEraTUBHAsI WIM MO3UTHBHAs WHGOpMaLUs B
cetu 0 Tebe. Kommpomerupyromas wuHbopmaius, pa3MelleHHas B HUHTEpHETE,
MOKET CEepPhE3HBIM 00Pa30M OTPA3UTHCA Ha TBOEH peanbHOM ku3HU. "Lludposas
penytamus" - 3T0 TBOW UMUK, KOTOPBIA PopMmupyercs U3 undopmanuu o tede B
VUHTEPHETE.

TBoe MecTo KUTENbCTBA, Yy4eObl, TBOE (PUHAHCOBOE TIOJOKECHHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue NOoAPOCTKHA JIETKOMBICIEHHO OTHOCSTCS K TyOMUKAIMU JTUYHOU
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX MOCHenCTBHM. Thl maxe He



CMOJKEIIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MemIeHHas 5 JeT Ha3ald, crajia
NPUYUHON OTKAa3a MPUHATH T€OS HA paldoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaguii u gpyrue IeUCTBUS MOTYT
HE MCYE3HYTh Ja)Xe IOCJ€ TOro, Kak Thl MX yJajdullb. bl HE 3HACIIb, KTO
coXpaHWwi A3Ty wuWHPOpMAIMIO, ToMajga JU OHAa B IIOMCKOBBIE CHCTEMBI W
COXpaHWIACh JIU OHA, a TJABHOE: YTO MOAYMAalOT O TeOe OKpY)KaIoIUe JIOJIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTu MH(OpMaIMIO MHOTO JIET CITYCTS CMOYKET
JTI000H - Kak U3 10OpBIX MOOYKIECHUH, TaK U C HAMEPEHHUEM MIPUYUHUTH Bpea. ITO
MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTaLUU:

1. ITogymaii, mpexzae yeM 4yTo-To MyOJMKOBATh U IEpeNaBaTh y ceds B OJiore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBH OTpaHHUYEHUS Ha MPOCMOTP TBOETO
pouII U €ro COACPKUMOTO, CACINIAN ero TOJNIbKO "ist npy3ei’;

3. He pasmemaii u He yka3plBail MHpOpMAIHIO, KOTOPas MOXKET KOro-Iudo
OCKOPOJIATH WJIH OOMKATh.

ABTOpCKOE MPaBo

CoBpeMEHHbIE UIKOJBHUKM - AKTUBHBIE IIOJIb30BaTeIM  IU(PPOBOTO
npocTtpaicTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMM ~ IIMPpoBOro  mupa Tpedyer  coOmoAeHHuss MpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "uHTENIEKTyaldbHasT COOCTBEHHOCTH" OTHOCUTCA K pPa3IMYHBIM
TBOPEHUSIM YEJIOBEYECKOIO0 YMa, HAuyMHAas C HOBBIX HM300pETEHHU U 3HAKOB,
0003HayarImuUX cCOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasl KHUTaMH,
dboTorpadusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - ATO MpaBa HA MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPHl U UCKYCCTBAa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCcTBE TapaHTUH TOTO, YTO HHTEJUICKTYaJIbHBIN/TBOPUECKHM TPYJl aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeJJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3yiabTaTax CBOETO TPYyJAa, MOJIYYUTh H3BECTHOCTh W Mpu3HaHue. Hukro 06e3
paspelieHuss aBTOpa HE  MOXKET BOCHPOM3BOJIWUTH €ro  MPOU3BENEHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, IMPOJaBaTh, HUMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MMOKA3bIBATH/UCIIONHATH B dDUpe WU
pasmemats B MHTEpHETE.

Ucnonb3oBanue "mMUparckoro" MNPOrpaMMHOTO  OOECIEUEHUS] MOXKET
IPUBECTH K MHOTMM pHCKaMm: OT MOTepH JAHHBIX K TBOMM aKKayHTaM 0
OJIOKUPOBKHM TBOETrO YCTPOWCTBA, IJle YCTAaHOBJEHA HeJlerajibHas nporpamma. He
CTOMUT TaKXe 3a0bIBaTh, UTO CYIIECTBYIOT JIeTalbHble M O€CIIaTHBIE MPOrPAMMBbI,
KOTOPbIE MOKHO HATH B CETH.

O noprane

CereBrU4OK.p( - TBOM IJIaBHBIA COBETYHK B CETH. 371€Ch Thl MOKEIIb y3HATh
0 0€30MaCHOCTH B CETU MOHATHBIM U JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUH
KPUTHYECKON CUTyallud OOpAaTUTHCSA 3a COBETOM. A TaKkKe MPUHATh y4acTue B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



