[Ipuioxenne 2
K 00A3aTe/IbHOM HHPOPMALIAK
JUIst pasMCIICHUs Ha canTe

HHPOPMAIIMOHHAS ITAMSTKA
A OBYYARKOIUXCS VIS PASMEILEHA S
HA O®OULHHAJIBHBIX HHTEPHET-PECYPCAX

C KaXXIbIM T0OJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTLCH OOJbIIE, a HIKOIb-
HUKHA OJIHM M3 CaMbIX aKTUBHBIX II0Jib3oBarte/ned Pynera. Mexay tem, moOMHUMO
OTPOMHOI0 KOJIMYECTBA BO3MOKHOCTEH, MHTEPHET HeceT U 1podieMbl. JTa namsT-
Ka JIOJKHA TOMOYb TeO¢ Oe30I1acH0 HaXO/HTLCH B CETH.

Komnprorepusie BUpyChI

KomIiploTepHbiii BUPYC - 9TO Pa3sHOBMIHOCTH KOMIIBIOTEPHBIX [POrpaMM,
OTJIMYUTENILHONW 0COOEHHOCTHIO KOTOPO# ABIAETCS CHOCOOHOCTh K PA3MHOKCHUIO.
B nonosnenue K 5ToMy, BUPYChl MOTYT HOBPEIHTh WIH MOJHOCTBIO YHHUTOKHTE
Bce (paiiybl M JaHHBIE, TOAKOHTPOJIBHBIC MOJIB30BATENO, OT HMEHH KOTOPOro Obula
3anylleHa 3apakeHHas IporpaMMa, a TakKe [OBPEAHTb WM JAKe YHHYTOXKHTb
OIepallHOHHYI0 CUCTEMY cO BcemH (ailtamMu B 1enoM. B OonblIHHCTBE Cilydaen
pacnpoCTPaHsOTCS BUPYChl Yepe3 HHTCPHET.

MeTo/b! 3a1MTEl OT BPEIOHOCHBIX [IPOI'PAMM:

. Mcnonb3yid coBpeMeHHbIE ONEPALlMOHHBIE CUCTEMbl, MMEIOLIUC Cepbe3-
HBIH YPOBEHbL 3aILUTBI OT BPEJOHOCHBIX NIPOrpaMM;

2. IlocTosnHo ycTaHapiauBai naq4ru (UMQpoOBLIC 3allIATKH, KOTOPBIC aBTO-
MaTHYECKH YCTAHABIHBAKOTCS ¢ LE/IbK A0paboTKu NporpaMmel) U apyrae oOHOB-
JIeHUsI CBOEH onepaudonHoil cuereMbl. CkaduBail MX TOJIBKO ¢ O(QHUHAIBHOIO
caiita paspaborunka OC. Ecin cyuiecTByeT pemuM aBTOMaTH4ecKoro oOHOBIIe-
HUSL, BKJIIOYH €ro;

3. PaGorait Ha cBOeM KOMIIbIOTEpE MO/ NpaBaMi NOAL30BATE, & HEe aIMH-
HHUCTpaTopa. TO HE MO3BOJIHT 60JIhLI1HHC'I'By Bpe1IOHOCHLIX MMporpaMmsM HHCTALIIH-
pPOBATLCH HA TBOEM MEPCOHATBHOM KOMITLIOTEPE;

4. Acnonb3yi auTHBUPYCHBLIE HIPOIPAMMHLIE TPOJIYKTLI WIBECTHBLIX MPOM3-
BOJIMTEJIEH, ¢ aBTOMATHYECCKUM 0DOHOBACHHEM 0a3;

5. Orpanuub GQUIUYECKUIA JOCTYII K KOMIIBIOTEPY JUIS ITOCTOPOHHMX JIMLL;

6. Mcriosib3y# BHCIIHMC HOCHTCIH HMH(OPMALMHK, TAKHE KaK (UICILKE, JMCK
MM (paiir U3 MHTEPHETA, TOJILKO U3 IPOBEPEHHBIX HCTOYHHUKORB;

7. He oTkpeiBail KoMIlploTepHbIe (ai/inl, NONYHYEHHbIE H3 HEHAJeKHbIX HMC-
TOYHUKOB. /lake Te (aiiibl, KOTOpbLIE NPHCIAI TBOH 3HAKOMBIA. JIy4lie yTounu y
Hero, OTIIpaB/isiil JIh OH TeOC uX.

Cern WI-FI

Wi-Fi - 510 He BH/1 nepe/lauy JaHHbIX, He TEXHOIOrHS, 4 BCero Juub Openn,
mapka. bme B 1991 rojy HuiepiaHjcKas KOMIIAHMS 3aperucTpuposalla Openi



"WECA", uro obosunauano cinosocoueranue "Wireless Fidelity", koropbiii nepe-
BOJIUTCSA Kak "DecnpoBojiHas TOHHOCTS" .

Jlo Hamero Bpemen# Jioiiuia Jipyras abopeBuaTypa, Kotopas ABIseTcs TaKoi
Ke TexHosoruei. Jro abbpesmarypa "Wi-Fi". Takoe nassanue Obio jaHo ¢
HAMEKOM Ha CTaHJapT BeICLICH 3BYKOBOH TexHuku Hi-Fi, uro B nepesoje o3nava-
eT "BbICOKAst TOYHOCTB".

Jla, GecruaTHbIA MHTEPHET-0CTYI B Kade, OTe/sX U adpoIopTax aBIfercs
OT/IMYHOM BO3MOJKHOCTBIO BbIXOJ@ B HHTepHeT. HO MHOrue JsKcneprbl CYMTAIOT,
uTo odwenocryrnHbsie Wi-Fi cern He sBisiorcs 6e30macHbIMu.

Cosetsl 110 6e3onacHocTu paboTel B 001me10cTynHLIX ceTsax Wi-fi:

1. He nepenasaii coto nnanyio uadopmanuio yepes oduegocrynmipie Wi-Fi
cetu. PaGoras B HUX, JKeNaTCIbHO HE BBOAMTE [IAPOJIH JOCTYIIA, JOTHHLI H KaKHe-
TO HOMeEpa;

2. Mcnonp3yit 1 0OHOBIISAH aHTUBUPYCHbIE 1IPOIpaMMbl M Opanamayep. Tem
cambIM Thl 00e30Maculb ceOst OT 3aKaYKK BUPYCA HE TBOE YCTPOHCTBO;

3. Ilpn ucnons3oBanun Wi-Fi orxmoun @yskuuio "O0wumii jgocryn k daii-
naM 1 npuHTepam”. JlaHHas QYHKUMS 3aKpblTa 110 YMOJIYMAHHUIO, OJIHAKO HEKOTO-
pbI¢ MOJIB30BATE/IM aKTUBHMPYIOT €€ JuUlst y/100CTBa MCIONIb30BaHUA B paboTe HIIH
yuebe;

4. He wucnonpsyid nyOonumuneii WI-FI 11 nepenaum JTMYHBIX JIaHHBIX,
HAlpUMep JUIA BBIXO/a B COLMATBHBIC CCTH HIIH B JICKTPOHHYIO [104TY;

5. Mcnonp3yii Tospko 3ammuieHnoe coeaunenne yepes HTTPS, a ne HT'TP,
T.€. py Habope Beb-ajpeca BBoaKu umenHo "hitps://";

6. B MmoOnabHom Tenedone orkinoun Gyukumio "Tojkmouenne k Wi-Fi aB-
toMarndeckn”". He Jonyckail aBroMarnyeckoro HojAKIOYeHus YCTPOHCTBa K ce-
tam Wi-Fi Ge3 TBoero cormnacusi.

CounanpHble ceTu

CounaibHbIe CCTH aKTHBHO BXOJMT B HALLY JKH3Hb, MHOIHE J110/1H paboTalor
M JKUBYT Tam IOCTOAHHO, a B Facebook yike 3aperucrpupoBal MUIHAP] YEI0BEK,
YTO SBJISETCH OJIHOH CeJbMOMH BCeX KHTENCH miaHeTel. MHOIHE 1MoJIb30BaTEIN HE
[IOHUMAIOT, 4TO MH(pOPMALUs, pa3MEIICHHAas UMH B COLMA/IBHBIX CETAX, MOXKET
ObITH Haiincua H HMCIIOJIL30BaHa KEM yroJHo, B TOM YHCIIe He Oﬁﬂja'l"e.’lbllﬁ ¢ Olra-
THMH HAMEPEHHSAMH.

OcHOBHBIE COBETBI 110 OE3011aCHOCTH B COLMAIBHBIX CCTAX:

1. Orpanuye crucok japyseid. Y 1ebs B Apy3bixX HE JIONKHO ObITh Cllydaii-
HBIX W HE3HAKOMBIX JIIOJICH;

2. 3ammMuiaii cBOIO YaCcTHYIO XHU3HE. He ykassigai niapoiu, renedoust, ajape-
ca, 1aTy TBOEro POXKACHHS U JAPYIYIO JHYHYI0 HH(OPMALKIO. 3I0yMbIILIEHHAKH
MOT'YT MCIIOJIL30BaATE Jayke HH(OPMAIIHMIO O TOM, KAK Thl H TBOH POJIMTE/H TIJIaAHH-
pyeTe MpOBECTH KAHUKYJIbL;

3. 3ammumai cBOKO penyTaluio - JepKH ee B 4McToTe M 3ajaBait cebe Bo-
npoc: Xores Obl Thl, 4TOOLI JIpYTHe MOJIL30BATENH BHUIEIH, YTO Thl 3arpyiKaciib?
[Toxymaii, rpexjie yem 4To-To o1yOJIMKOBAThE, HAIIUCATh U 34IPY3HTh;



4. Eciu TbI roBOpHIIIL € JIIO/IBMU, KOTOPBIX HE 3HAelllb, HE HCII0JIb3YH CBOE
peanbHOe UMS W APYTYIO JIMYHYK HHOOPMALMU: UMs, MECTO KHTEIbCTBA, MECTO
y4eObl U rpoyee;

5. Us0erail pasmeenus dororpaduii B MuTepHete, rne Thl M300paxeH Ha
MECTHOCTH, 110 KOTOPOH MOXKHO OIPE/IEIUTh TBOE MECTONOIOKEHHE;

6. [1pu perucTpauuu B COLMANBHOK CETH HEOOXOAMMO UCIIOIB30BATh CIOXK-
Hbl€ apoJIK, COCTOSAIHE W3 OYKB M LIM(P K ¢ KOITHYECTBOM 3HAKOB He Menee §;

7. JIng conManbHONH CeTH, MOYThl H JPYTHX CAaHTOB He0OXO0IUMO HCIIOJIb30-
BaTh pasHble napoyiu. Toraa ecau teds B3jI0MAIOT, TO 3J0YMBIIUIEHHUKH 110JIy4aT
JIOCTYIl TOJIBKO K OJIHOMY MECTY, a He BO BCE Ccpasy.

DNeKTPOHHBIE ICHBIH!

DNEKTPOHHBIE JICHLIW - DTO O4YeHb YA00HLIA crocod niarexen, oJHAKO Cy-
LIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTHT HOJIYHHTh ITH JIeHbIH.

DJICKTPOHHBIC ACHBIM HOSBHJIACH COBCEM HEIABHO M MMCHHO MU3-3a ITOrO BO
MHOIMX rocy1apcTBax J0 CHX II0p HE NPOIKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM QYyHKIMOHHMPYIOT M O HMX YK€ MPONHUCAHO B 3aKOHE, I71e
UX pas/ielIsilOT Ha HECKOJIBKO BMJIOB - aHOHMMHBIE M He aHOHMUMHbIe. Paznuua B
TOM, YTO aHOHUMHBIE - HTO T€, B KOTOPBIX pa3pelaeTes MpoBOUTh onepaiuu 6e3
uaeHTH(GUKAMK OJIL30BaTEIsl, @ B HEAHOHUMHbIX HACHTH(UKALMS M01630BaATE/Is
ABJISCTCS 00S3aTCIIBHOM.

Takske cienyer paziMyaTh IEKTPOHHbIE PUaTHBIE JeHbIM (paBHbI rocyaap-
CTBEHHBIM BaJIOTaM) M 3JICKTPOHHbIC HedHaTHBIC JeHbI'M (HE paBHBI rocynap-
CTBEHHBIM BAJIFOTaM ).

OcHoBHbIe coBeTI 110 Oe30nacHoi padoTe ¢ NIEKTPOHHBIMHU JIEHLIAMMU:

1. IlpuBsisku &k cuety MOOMIBLHBIH TenedoH. DTo camblit y2100HLIH 1 ObICT-
pbIil cl10cOO BOCCTAHOBUTD J0CTYI K cuery. [lpuBazannblil renedon nomoxer, ec-
au 3a0yjiellb CBOM IUIATEKHLIM 11apoJib WM 3ai/lelib Ha CAaWT C HEe3HAKOMOIo
yCTpOHCTBA;

2. Mcnionib3y i ojHOpa3oBsblie napoid. llocie nepexosa na yCHICHHYIO aBTo-
pusaiuio Tede yxxe He OyJeT yrpokarh ONMaCHOCTh KPAaKM MIIM [1epexBaTa 111aTex-
HOT'O 11apoJIs;

3. BoiGepu cnoxubii napoiib. Ilpecrynnukam Oyiaer He 1pocTo yralarb
CIOXHBIM naposib. Hajie:xkHbie napoiu - 910 nNapoid, KOTOPbLIC COJICPKAT HE MEHEE
8 3HAKOB M BKJIIOYAIOT B Ce0sl CTPOUHbBIE W [POIMCHBIE OYKBbI, IM()PbLl U HECKOIb-
KO CHMMBOJIOB, TaKMe KaK 3HAK Jloiulapa, (pyH1a, BOCKIMUATE/IbHBIH 3HAK WU T.IL
Hanpuwmep, $tROng!;;

4, He BBOJM CBOM JIMYHBIE JJAHHBIE HA CAHTAX, KOTOPBLIM HE JIOBEPSELb.

DJIeKTpOHHAs 1104Ta

DNEKTPOHHAs [0YTa - ITO TEXHOJIOIHA W IMPEOCTABIACMBIC €10 YCIYTH 110
[epechbUIKe M 10JIYHYEHMIO JIeKTPOHHBIX COODILECHHIH, KOTOPbIE pacipeie/aoTcs B
KOMIIBIOTEPHOH ceTH. OOBIYHO JICKTPOHHBLIA 1OYTOBBIN AWK BBIIISIUT CICITY-
IOIIMM 00pa3oM: uMsi_roJb3oBare/si@ums Jjomena. Takke kpome repejladu npo-
CTOIO TEKCTa, UMEETCS BO3MOMHOCTD [epejlaBars (paiiibl.

OCHOBHbBIC COBETDI 110 0€3011aCHOH paloTe ¢ WICKTPOHHON IOYTOH:



. Hano BbeiOpare npaBuiibHbli [04TOBBIH cepBuc. B uHTEpHETE €CTh
OrpOMHBIN BbIOOP GECIUIATHAIX MOYTOBBIX CEPBUCOB, O/IHAKO JIyHllIe JOBEPATH TEM,
KOI'0 3HACIIb U KTO [ePBLIH B peHTHITE;

2. He ykaspiBail B IMYHO# mouTe JIHuHYI0 HHdopmaimio. Hanpuamep, nyqme
BbIOpaTh "My3bIKaibHbINA _(anar@" wim "pok2013" Bmecro "remal3";

3. Henonp3yit JIByX>TalHyl0 aBTOpU3aliio. JTO KOIJa IIOMHMO [apoJis
HYXHO BBOJMTL KOJI, NpUCHLIaeMbIi o SMS;

4. Beibepu c10KHBIA Mapois. [l Kax/0ro MoYTOBOrO SAIIHKA JA0JKeH ObITh
CBOM HAJEXKHBIH, YCTOWYMBLIN K B3JIOMY 1Ap0.ib;

5. Ecin ecTb BO3MOMKHOCTH HAIMCATH CAMOMY CBOM JIMYHBIA BOIIPOC. HC-
MOJIb3YH 3Ty BO3MOKHOCTB;

6. Micnonb3yi HECKOJILKO MOYTOBBIX SLUIHKOB. TlepBbii jyis 4acTHOH nepe-
MUCKH C aJIpecaTaMu, KOTOPLIM Tbl JI0BEpsellb. DTO JIEKTPOHHBIH ajapec He Halo
UCTIONB30BaTh MPU PErUCTpaLlMK HA GopyMax U canTax;

7. He orkpbiBail (aiinbl U Apyrue BIOKEHHS B IMHUCbMAaxX, JAXKE €C/d OHH
MPULLIA OT TBOMX Jpy3eil. Jlydwie yro4Hu y HHUX, OTIPAaBIsIIM JIM OHU Tebe JTH
daiiibl;

8. Ilocie oxoHuaHusi paboOThl Ha IOYTOBOM CEPBHMCE IEpe/l 3aKpbITHEM
BKJIAJIKH ¢ calToM He 3a0y)ib HaxaTh Ha "Boridtu".

KubGepOyimuHI nilu BUpTyalibHOE M3/1€BaTelIbCTBO

KuOepOysuuHr - npeciejoBanue cOOOILEHUAMHU, COJICPKALLMMH OCKOpOIIe-
HUSI, arpPecCcuIo, 3allyruBaHue; XyJIUraHCTBO; ColHalbHOe OOWKOTHPOBAHHUE C T10-
MOLIBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoBHbIE COBETHI 110 GOprde ¢ KUOEPOYIIIMHIOM:

1. He Gpocaticst 8 60ii. Jlyuuiuii criocod: nocoBetroBarhes Kak ceds BECTH M,
€CJIM HeT TOr'0, K KOMY MOXKHO 0OpaTHUThCH, TO BHA4ale YCHNOKOWUThCA. Eciau Thi
Ha4YHelb OTBEYaTh OCKOPOJICHUSAMHM Ha OCKOpOJICHHMSs, TO TOILKO eile Oolibiie
Pa30XKellb KOH(IHKT;

2. Ypasnsii csoeii kubeppenyranueii;

3. AHoHuMHOCTb B cetn mMuuMast. CyuiectByior c¢nocobbl BbISCHHTH, KTO
CTOMT 3a AHOHMMHBIM AKKAYHTOM;

4. He crour BecTH XyiwMranckwit obpas BuUpTyaubHOH sku3uu. Murepher
(DUKCHpYET BCE TBOM JCHCTBUSA M COXpaHseT ux. Yaanure ux Oyiaer kpaiiHe 3a-
TPYAHHTENBLHO;

5. Cobimoaai CBOK BUPTYANBHYIO YECTh CMOIIO/LY;

6. Urnopupyit exrHudHelil Heratus. OHopa3oBbie ockopOUTEbHbIE C000-
IMICHHs! JIy4lle UrHopupoBarh. OQOBIYHO arpeccus MPeKpalaeTcs Ha HavallbHOM
CTa/IMH;

7. ban arpeccopa. B nporpammax o0MeHa MIrHOBEHHBIMH COOOLICHHAMHU, B
COLMAJIBHBIX CEeTAX €CTh BO3MOKHOCTE OJIOKMPOBKH OTIIPABKH COODIUECHHUI ¢ olpe-
J€JIEHHBIX a/IpecoB;

8. Eciu th1 cBuserens kubepOyiuunra. TBou AeHCTBHA: BRICTYIHTD [IPOTUB
[peciejoBareis, NoKa3arh eMy, 4TO €ro ACHCTBUA OLICHUBAIOTCA HEIaTHBHO, ITOJ-
JIEpIKATH KEPTBY, KOTOPOH HY)KHA INCHXOJIOIHYECKas MOMOIb, COODIHTE B3poC-
JBIM O (haKTe arpecCHBHOIO MOBE/ICHUS B CETH.



MoOunbHelii Tenedon

CoBpemenHtble cMapTHOHbBI M IUIAHILETHI COIEPKAT B cede BIIOJHE B3POCIbIii
(YHKLHOHAN, H TEMeph OHH MOI'YT KOHKYPHPOBATH CO CTAIMOHAPHBIMH KOMIIbIO-
repamu. OJIHAKO, CPe/ICTB 3alMThl JUls 110/100HBIX YCTPOHCTB [0KA OYCHB MAJIO0.
TecTupoBanue ¥ NMoMCK ysi3BUMOCTEH B HUX [POMCXOIMT HE TAK HHTEHCHBHO, KaK
A IK, To ke camoe kacaercs 1 MOOHIBHBIX [IPHIIOKECHHI.

Cospemennbie MOOMIIbHBIC Opay3epbl yike NNPakKTHYeCKH JOTHAJIH HACTONb-
HbI€ AHAJIOTH, OJ[HAKO pacluuMpeHue (pyHKIMOHAIa BiedeT 3a codoil DolblIyIo
CII0KHOCTEL ¥ MEHBIIYIO 3allMILIEeHHOCTb.

Jlaneko He Bce NPOM3BOJMTENM BBLIIYCKAIOT OOHOBJICHMS, 3aKpLIBAIOLIME
KPUTHYECKHE YA3BUMOCTH JUISi CBOMX YCTPOMHCTB.

OcHosHbIe coBeTbI J1isi D€3011aCHOCTH MOOKIBHOIO TesedoHa:

Huuero ne apnsercs no-nacrosuemy Gecruiarasiv. Byis octopoken, ses
Korza tebe npeanararT GeCIUIATHBIA KOHTEHT, B HEM MOTYT ObITh CKPbITBI KakKue-
TO IUIaTHBIE YCIIYTH;

Hywmaii, npexnae 4em ornpasutb SMS, doro v Bugeo. Tol TOUHO 3HAElb,
rjie OHM OyAyT B KOHEYHOM HTore?

Heo0xo1umo 00HOBISITL OHEpAlHOHHYIO CHCTEMY TBOCTO cMapT(oHa;

Hcnonb3yi anTUBHPYCHBIE [IPOIPAMMBI /IS MOOHIIBHBIX TeJIe()OHOB;

He 3arpyall npuIoKeHHs OT HEH3BECTHOIO MCTOYHMKA, BE/b OHM MOIYT
COJIepPIKaTh BPEJOHOCHOE IPOrpaMMHOe ohecriedenme;

ITocite Toro Kak ThlI BIHCLIB C caiiTa, rje BBOJKI JIMYHYIO HHDOPMALMIO,
3ai/IH B HACTpoiKH Opay3epa u yjainu cookies;

[lepuonnuecku nposepsil, KAKHE IUIATHBIC YC/IYI'H AKTHBUPOBAHbLI HA TBOEM
Homepe;

HaBaii cBoii HOMEp MOOHIBLHOrO TeiedOHa TOILKO JIOAAM, KOTOPLIX Thl
3HACLb U KOMY JIOBEpsiellib;

Bluetooth gomken ObiTh BhIKIIIOYEH, KOI7IA THl UM He Mojib3yembes. He 3a-
ObIBall HHOT A MPOBEPSTH ITO.

Online urps

CospemenHble OHJIAMH-WUIPBI - 9TO KPAcOHIble, 3aXBATHIBAIOIIAE pa3Bicye-
HHA, 06’be,ﬂ,l‘ll-li“011.ll*le COTHH TBICHAY YCIIOBCK MO BCCMY MHPY. HFPDHH HCCIICLYIOT
AaHHBIA UM MUp, 00WAIOTCs JIPYT € JIPYIOM, BBITOJIHAIOT 3aaHUs, CPaKaloTcs ¢
MOHCTPAMH M 110JIy4alOT ONLIT. 3a YAOBOILCTBUE OHM ILIATHT: HOKYIAKT JIUCK,
OIIAYMBAKOT A0OHEMEHT /M IPUOOPETAIOT KAKHE-TO OILIMH.

Bce atn cpeacTBa uyT Ha NOJIepKaHHEe M PA3BUTHC UTPBL, & TAKAKC HA CaMmy
6e301acHOCTh: COBEPUICHCTBYIOTCS CUCTEMBI ABTOPU3ALIMH, BBITYCKAIOTCH HOBBIC
naT4yu (UHpPOBBIC 3aIIATKH JUIsl IPOIPAMM ), 3dKPbIBAIOTCH YA3BUMOCTH CEPBEPOB.

B 1nojo6ubix Mrpax CTOMT ONacarbesi HE CTOJILKO CBOMX COINEPHHKOB,
CKOJIBKO KpaKd TBOEI'O 1apoJis, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPH3AllHH
OONBIIMHCTBA UIP.

OcHoBHBIE COBETHI 110 6@30MACHOCTH TBOEI0 HIPOBOI0 AKKAYHTA:

1. Eci apyroii urpok sejer cebd m10xo Win cosjaer tebe HenpUsTHOCTH,
3a0JIOKMPYH €0 B CIIUCKE HIPOKOB;



2. Iloxanyiics aZIMUHUCTPATOPaM MIPbl HA ILIOXOE€ [OBEIEHHE HTOr0 UIpo-
Ka, JKeJaTesibHO IPUIIOKHTL KaKHe-TO J0KA3aTe/IbCTBa B BHJIE CKPHHOB;

3. He yxaspiBail nuunyio undopmaimio B npodaiic urpsl;

4. YBaxa# JIpyrux y4aCTHUKOB 11O UIPE;

5. He ycranasnuBail HeO(UIHAIBHBIC TATYH H MOEL;

6. Micrione3yii crioxHble ¥ pasHbie NApo.iy;

7. Jlaxe BO BpeMst UIpbI HE CTOMT OTKIIIOYAaTh aHTHBHpPYC. [loka Thl Mrpa-
€lllb, TBOH KOMIIBIOTEP MOTYT 3apa3uTh.

QOUIIMHT WK KPaXka JIMYHLIX JaHHbLIX

OObIYHON KpaxeH JICHET M JIOKYMEHTOB Cero/IHs YiKe HMKOI0 He Y/IMBHILb,
HO ¢ Pa3sBUTHEM HHTCPHET-TEXHOJIOTHMH 3JIOYMBILIUICHHUKH [1€PEMECTHIHCH B HH-
TEPHET, U MPOJIOJIKAIOT 3aHUMAThCS " THOOMMBIM" J1€JI0M.

Tak nosBuiace HOBas yrposa: HHTCPHET-MOLICHHHYECTBA WM (DHILIMHT,
rJIaBHas LEJIb KOTOPOrO COCTOUT B IOJYyYEHHH KOH(PUIAEHIIMANIBHBIX JIAHHBIX MOJb-
30BaTeIei - JIOrMHOB M naposnei. Ha anrnuiickom sizbike phishing uuraercs xax
¢Gummnr (ot fishing - peiGuas noss, password - napos).

OcHoBHbIe coBeTbI 110 Oopude ¢ GUuuIHHroM:

1. Ciiequ 3a cBoum akxkayHTOM. Ecim Thl 11003peBaciib, 4TO TBOS aHKCTA
Oblla B3JI0MaHa, TO HEOOXOAHUMO 3a0JIOKHPOBATH €€ M COOOLIHTEH a/IMHHKHCTPATO-
pam pecypca 00 3TOM Kak MOMKHO CKopee;

2. Ucnionpe3y# GesonacHble BeO-caidThl, B TOM YHC/E, HHTEPHET-MAra3MHOB U
IIOMCKOBBIX CUCTEM;

3. Hcnone3y# ciiokubie W pasHbie naposin. Takum oGpazom, eciu teds
B3JIOMAIOT, TO 3JJOYMBILUIEHHUKH [TOJYYAT JIOCTYIL TOJILKO K OJIHOMY TBOEMY NpPO-
(uiIo B ceTH, a He KO BCeM;

4. Eciii Te0s B3710Maiu, TO HEOOX0AUMO IPEYIPE/UTh BCEX CBOUX 3HAKO-
MBIX, KOTOpbIe 100aBjieHbl y TeOs B JIPY3bsX, O TOM, YTO Teds B3/IOMalld W, BO3-
MOHO, OT TBOEro MMEHHU OyAeT pacchLIaThCs CIiaM M CCLUIKH Ha (DUILHHIOBBIC
CaMlThI;

5. YcranoBu HaaexHsil naposs (PIN) Ha MoOuibHLL TenedoH;

6. OTkmoun coxpaHeHue naposns B opaysepe;

7. He orkpbiBail daiiiibl U Jpyrue BIONKEHHUS B MUCbBMAax, JIame €CIH OHH
NPHILIMA OT TBOMX Jpy3ed. JIyulie yTo4yHM y HHUX, OTIIPABISUIM JIK OHH TeDe ITH
(haitnbl.

Lludporas penyramus

Indposas perytauusi - 370 HEraTHBHAS WJIM [O3MTHBHAs MH(OpMalus B
cetd 0 Tebe. KomnpomeTupyromas HHGOpMaLis, pasMeleHtas B MHTEpHETe, MO-
AKET Cepbhe3HbIM 00pa3oM OTpa3sUThCs HA TBOCH pealibHON xu3HM. "[lndposas pe-
nyrauus" - 3T0 TBOW MMHIUK, KOTOPBI (opmupyercst u3 uHdopmaikiu o rebe B
MHTEpHETE.

‘TBoe MecTo KUTeNbCTBd, yuedbl, TBOS (PUHAHCOBOE 1ON0KEHHE, 0CODeHHO-
CTH XapaKTepa U paccKassl 0 OJIM3KHX - BCE 9TO HAKAIIMBACTCS B CETH.

MHorue noApoCTKH JISrKOMBICICHHO OTHOCHTCA K 1yOiuKauuy THYHON UH-
(¢opmanun B Murepuere, He NOHMMasd BO3MOMKHLIX [ocneACTBHA. Tbhl aaxe ne



CMOXEIIb JIOraaThest 0 TOM, 4To (ortorpadus, pasmerientas 5 jer Hazal, crajia
NPUYHHOM OTKa3a NpuHsTL TeOs Ha paboTy.

Kommenrapuu, pasmeuienue TBoux Gororpadui v apyrue aeicrBus MOryT
HE MCYE3HYTh AaXKC II0CJIC TOr0, KaK Thl UX YJaiHilb. I'bl HE 3HACIHIBL, KTO cOXpa-
HUJI 9TY MH(POPMALHIO, [1011aJ1a 1 OHA B ITOUCKOBBIE CHCTEMBI M COXPAHMIIACH JIU
OHa, a TJIABHOE: YTO MOJAYyMaloT O Tebe OKpyKalollHe JII0I4, KOTOPbIC HAHAYT
yBHIAT 310, Halitu uHpopMaLmio MHOTO J1eT crycTs cMoxeT 00 - Kak U3 J100-
pbIX MOOYXKAEHHMH, TAK U ¢ HAMEPEHHEM [PHYHHUTL Bpel. JTO MOXKET ObITh KTO
YTOAHO.

OcHoBHBIE COBETHI 110 3aMTe HHPPOBOI penyTaimu:

1. TToxymaii, npexjie uemM 4To-To ny0IIMKOBATh U Mepeaasath ¥ ceds B Giore
HUJIM B COLIMAIbHOM CceTH;

2. B nacrpoiikax npouis yCTaHOBH OrPaHHYEHHs Ha MPOCMOTP TBOETO
MPOQHUIIL ¥ ero COAePKUMOTr0, CIeall ero ToIbKo s japysei";

3. He pasmemaii 1 He ykasbiBail MHQOpPMAIIMIO, KOTOPask MOXKET KOro-aubo
OCKOPOJISITH WIIH 00HIKATD.

ABTOpPCKOE IIpaBo

CoBpeMeHHBIC UIKOJBHUKH - aKTHBHBIC [101b30Bate/ 1udpoBoro mpo-
crpancTBa. OHAKO JaJIeKO HE BCE 3HAIOT, YTO INOJb30BAHHE MHOTHMMH BO3MOKHO-
CTAMU LUGpoBOro Mupa tpedyer coOIIOACHUS NMPAB Ha UHTELIEKTYAIbHYIO COO-
CTBEHHOCTb.

Tepmun "uHTEIIEKTYaIbHAS COOCTBEHHOCTE" OTHOCHTCS K Pa3IMYHBIM TBO-
pPEHUSAM YEeJIOBEYECKOIo yma, Ha4uHasi ¢ HOBLIX M300peTeHnid M 3HaKoB, 0003Ha-
4aMMX COOCTBEHHOCTL HA NPOAYKTHl M YCIYIHM, H 3aKaH4uBas KHuramu, Goro-
rpausaMH, KHUHO(MUIBMAMH U MY3bIKAJIBHBIMH [IPOH3BCACHMAMH.

ABTOpPCKHME IpaBa - 3TO IpaBa HAa MHTEJUICKTYANbHYK COOCTBEHHOCTH Ha
IIPOM3BEICHHUS HAYKH, JIMTEPATYPbl H MCKYCCTBA. ABTOPCKHE 11paBa BLICTYNAIOT B
Ka4eCTBE rapaHTHH TOT'0, YTO MHTE/UIEKTYAIbHBIH/TBOPYECKHI TPy I aBTopa He Oy-
JET HANPACHBLIM, JIACT €MY CIIPaBe/UIMBLIE BO3MOKHOCTH 3apadoTaTh HA pe3yibTa-
Tax CBOEro TPY/ld, MOJYYUTL U3BECTHOCTHL U npusnanue. Hukro 6e3 pazpeiieHus
aBTOpa HE MOZKET BOCIIPOU3BO/IMTL €r0 POU3BEACHHE, PAaCpoOCTpaHsiTh, myo1uy-
HO ACMOHCTPpHPpOBAaTh, IIpodaBdlb, HMIIOPTHPOBATD, IIYCKATL B IIPOKAT, Il_}"GJIH‘-IHU
MCIIOJIHATD, [10KA3bIBATL/UCIIONHATE B 3(Hpe HIK pasMears 8 Murepuere.

Hcnonp3osanue "nuparckoro” nporpaMmHoro oGecrieueHus MoxKer rpuBse-
CTH K MHOI'MM PHCKaMm: OT IOTEPH JaHHLIX K TBOMM AKKayHTaMm JI0 OJIOKMPOBKH
TBOET0 YCTPOMCTBA, I/le ycTaHoBlleHa HeleralibHasi nporpamma. He crour taike
3a0bIBaTh, YTO CYLICCTBYIOT JICralibHbIC M OCCINIATHBIC [IPOIPAMMbBI, KOTOPbIE
MOKHO HalTH B CCTH.

O noprasne

CereBnyoK.p¢ - TBOII I71aBHBI COBETYMK B CCTH. 3/€Ch ThI MOKCIIb Y3HATH
0 0e30ITaCHOCTH B CETH NMOHITHLIM M JIOCTYIIHBIM $13bIKOM, @ [IPH BO3HMKHOBEHUH
KPUTHYECKOH CHUTyaluMH 00paTUThCs 3d COBETOM. A TaKKe [PUHATBL ydacTHe B
KOHKYpCaX M CTaTh CaMbIM HU(QPOBLIM I'PasKIaHHHOM !



